Abstract-We consider the problem of designing waveforms for mitigating single tone jamming (STJ) signals with an estimated jamming frequency in time-hopping spread spectrum (TH SS) systems. The proposed design of waveforms optimizes the antijamming (AJ) performance of TH SS systems by minimizing the correlation between the template and STJ signals, in which the problem of waveform optimization is simplified by employing a finite number of rectangular pulses. The simplification eventually makes the design of waveforms be converted into a problem of finding eigenvalues and eigenvectors of a matrix. Simulation results show that the waveforms designed by the proposed scheme provide us with performance superior not only to the conventional waveforms but also to the clipper receiver in the mitigation of STJ. The waveforms from the proposed design also exhibit a desirable AJ capability even when the estimated frequency of the STJ is not perfect.
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I. INTRODUCTION
T HE spread spectrum (SS) techniques, spreading the bandwidth of a signal beyond that actually required, have been developed not only for commercial communication but also for covert communication. Systems adopting SS techniques have been effectively utilized for the multiple access capability, suppression of interference, alleviation of multipath fading effects, and resilience against jamming signals [1] . In particular, among the three classes direct sequence (DS), frequency-hopping (FH), and time-hopping (TH) of SS systems, the TH SS systems, modulating the transmission signal by shifting it arbitrarily in time, have been widely used due to their better (compared to the DS and FH SS systems) capability of resolving multipath, easiness in implementation with low complexity [2] , and low probability of interception [1] . In addition to pulse position modulation (PPM), many pulse amplitude modulation schemes such as the binary phase shift keying (BPSK) and on-off keying [3] can be incorporated in the TH SS systems. In [3] - [5] , the bit error rate (BER) performance of TH SS systems with various modulation schemes has been analyzed in channels with additive white Gaussian noise (AWGN), multipath fading channels, and multiple access interference (MAI). In [6] , the hard-input-hard-output capacity of TH-BPSK system is analyzed in the presence of timing error with interpath, interchip, and intersymbol interferences. In [7] , the MAI-plus-noise whitening filter was proposed to improve the performance of a TH-BPSK system.
In the meantime, as the hardware and software technology advances, modern jamming attacks become more complex and intelligent from single tone jamming (STJ), a special case of tone jamming (TJ), into the multi tone jamming (MTJ), time-varying STJ (TV-STJ), and sweep jamming (SWJ), for instance [8] - [11] . Nonetheless, the TJ (especially the STJ) is commonly considered and assumed in the investigation of anti-jamming (AJ) schemes for TH SS systems: This is because of the fact that the bandwidths of the TH SS systems are far wider than those of conventional systems [4] and that most jammers would choose the STJ for its simplicity, effectiveness, and jamming efficiency with a concentrated power on the channel [12] , [13] .
Obviously, analyzing and improving the anti-TJ performance of TH SS systems are of paramount importance and have been investigated in various studies. For instance, the BER performance of a TH SS system is analyzed under multipath fading and TJ environment in [4] , and design of TH sequence and pulse shaping for a TH SS system in TJ environment is addressed in [12] . In [14] and [15] , designing a notch filter and tuning of system parameters, respectively, for mitigating the effects of TJ on TH SS systems have been discussed. Let us also note that the joint optimization of power allocation schemes with the channel selection of SS systems and user scheduling are proposed for the AJ purpose under some intelligent jamming scenarios in [9] and [16] .
Analyses of the AJ performance of TH SS systems and designing TH pulses for spectral efficiency [17] , multiple access performance [18] , compliance with spectral emission constraints [19] , [20] have been carried out extensively. Yet, it seems that design of waveforms for the purpose of AJ has not attracted much interest so far. In this paper, to improve the anti-TJ performance of TH SS systems at the transmitter side, we propose an optimal design of waveforms against STJ. In the proposed design of waveforms, the AJ performance of TH SS systems is optimized by minimizing the correlation between the template signal of the TH systems and the estimated jamming signal. The problem of designing waveforms is first simplified by approximating the continuous waveform to be designed via a linear combination of a finite number of rectangular pulses. After some further manipulations, we have shown that the simplified problem can be solved with optimization techniques such as Powell's conjugate-direction method.
Simulation results confirm that the waveforms designed by the proposed scheme enhance the AJ performance of TH SS systems in the TJ environment even when the estimation of the jamming frequency is imperfect. It is noteworthy that design of waveforms is also one of the key elements of the waveform reconfiguration in game-theoretic strategies for developing intelligent AJ communication systems that react against the counterpart in a timely manner [11] , [21] .
The main contributions of this paper can be summarized as follows:
r An optimal design of waveforms for TH SS systems against STJ is proposed for the improvement of anti-TJ performance at the transmitter side.
r The problem of designing waveforms is simplified by waveform approximations and analytic derivations. The simplified problem can be solved by finding the eigenvectors of a matrix, for which many common optimization techniques can be employed. r The proposed design of waveforms could be employed as a key function of waveform reconfiguration for developing game-theoretic AJ communication systems. The remainder of the paper is organized as follows. In Section II, we describe the system and jamming models together with some preliminary notions in the proposed design of waveforms for AJ purposes. Section III is devoted to the description of the proposed procedure of designing waveforms, followed by discussions on numerical and simulation results in Section IV. Section V summarizes this paper.
II. SYSTEM AND JAMMING MODELS

A. TH SS System Model
A block diagram of TH systems is shown graphically in Fig. 1 . In this figure, δ D (t) is the Dirac delta function [22] and {d k } denotes a stream of data bits, in which each bit is of duration
T f in practice. The transmitted waveform w tr (t) of the TH system, in the form of pulses with a very short duration, is often called a monocycle. The duration T p of a monocycle is usually chosen to be T p < T c and is in the order of 1 ns yielding a bandwidth in the order of 1 GHz.
For the transmission of the data stream {d k }, we first generate a TH code {c m } N h m=1 , a set of independent and identically distributed random variables over {1, 2, . . ., N c }. The TH code determines the location of a chip within a frame: For example, when c 5 = 3, we transmit a monocycle at the third chip in the fifth frame. When the TH-PPM is employed, a monocycle is delayed by the PPM shift δ and 0 for a data bit '1' and '0,' respectively. The transmitted waveform of the TH-PPM can then be written as [2] 
where · is the floor function. The signal r(t) received at the receiver can subsequently be written as
where α is the channel gain, τ is a random variable over [0, ∞) representing the time asynchronism between the transmitter and receiver, j(t) is the jamming signal, and n(t) is the AWGN. When a correlator receiver is employed, the received signal r(t) is correlated with the template signal
of the monocycle w tr (t). Assuming a perfect synchronization (i.e., τ , c m , T f , and T c are available at the receiver), the output of the correlator for the k-th bit can be expressed as
where S k , J k , and N k are the correlator outputs corresponding to the TH signal s P P M (t), jamming signal j(t), and AWGN n(t), respectively. The decision hypothesis that a data bit of '0' is sent is chosen if R k ≥ 0: Specifically,
is the estimate of d k .
B. Tone Jamming Models
When a jamming signal has a single and a multitude of frequencies, it is called an STJ and a MTJ signals, respectively [10] . In this paper, we assume the STJ model, which can be a serious attack with a concentrated power. The jamming signal j(t) in (2) can be expressed more specifically as
where P J , f J , and θ J are the power, frequency, and phase, respectively, of the STJ signal.
C. Correlation Between TH and Jamming Signals
Let us denote the correlation function between the jamming and template signals by
using (6) for an STJ, where the constant √ 2P J is omitted for simplicity.
Since the template signal v tr (t − τ − mT f − c m T c ) has nonzero values only during one chip duration of T c , i.e.,
per one frame, the correlator output J k in (4) of the jamming signal for the k-th bit can be expressed in general as
where
denotes the time shift between the template signal v tr (t − τ − mT f − c m T c ) of the TH system and jamming signal j(t) at the m-th frame. It is noteworthy that possible values of the time shift Δ m in (9) under the influence of the STJ signal (6) are
where n is an integer and T J = 1/f J is the period of the jamming signal. Since τ is a random variable and T c is not an integer multiple of T J in general, Δ m is also a random variable.
D. Clipper
Fig . 2 shows an example of the power spectral density (PSD) P rec (f ) of the received signal r(t) under the STJ model in terms of the TH, STJ, and AWGN components when the Gaussian doublet
one of the waveforms employed most commonly in TH systems, is used as the monocycle, where A is the amplitude and T m denotes the center of the waveform. The clipper [23] , a simple AJ filter with a threshold, limits the signal based on the second largest value of |P rec (f )|: Normally, an STJ signal exhibits the maximum peak of the PSD due to its concentration at a frequency, and the second largest value is max |P T H (f )|, where P T H (f ) is the PSD of the TH signal. Therefore, the clipping threshold λ C is determined as
where the constant K is often selected in the interval [1, 1.5]: In this paper, we choose K = 1.2, and assume a clipper at the receiver for all the waveforms later in the comparisons and further investigation of the AJ performance of the waveform from the proposed design.
III. DESIGN OF WAVEFORMS
A. Problem Formulation
We now consider the design of waveforms to enhance the AJ capability of the TH system against the STJ. The correlation function R tr,T in (9) is a sinusoidal function of Δ m . Since the maximum value of the correlator output with respect to Δ m determines the AJ performance, the cost function is
Let us try to find the optimal waveform w tr (t) that minimizes the cost function under the constraint w tr (t) 2 = 1. We assume that T c is given and θ J is equal to zero, and thus the term θ J Fig. 3 . Approximation of waveform w tr (t) as a weighted sum of N = 5 rectangular pulses.
will not be shown explicitly from now on. Then, denoting by f J the estimate of the actual jammer frequency f J , the problem of waveform design can be formulated as
B. Problem Simplification
The problem (15) is rather intractable mainly due to the minimization and maximization over continuous spaces involved in the optimization. To make the problem somewhat tractable, we consider an approximation (16) of the TH waveform w tr, f J (t), where {a i } N i=1 are the weights for the N rectangular pulses rect(·) of duration T p /N with T p = T c /2 as shown in Fig. 3 . Then, with the template signal
the correlation R tr,T in (9) can be expressed as
by substituting (16) and θ J = 0 in (7), where
and
By noting that
) is a sum of sinusoids at the same frequency, and that the sum of sinusoids of the same frequency with possibly different phases and amplitudes is also a sinusoid at that frequency, we have
from (18)- (20), where
Employing (21) in (15), we can express the problem of designing waveforms with the estimated frequency f J as
denotes a set of N coefficients of w N, f J (t), an approximation of the optimal waveform w tr, f J (t) defined in (15) with N rectangular pulses. Let us in passing note that
. Therefore, we will concentrate on the range from 0 to
Hz of jamming frequency.
C. Solutions and Algorithms
Let us note that the maximum F N in (25) can now be rewritten as
from (21), where a = [a 1 , a 2 , . . ., a N ] T and the matrix C has
as its (i, j)-th elements. The problem (25) of designing waveforms with (28) can thus be represented as a minimization of a T Ca, for which the solution should satisfy the Karush-KuhnTucker (KKT) conditions [24] a
The KKT conditions (30) imply that the solution to the minimization of a T Ca will be the normalized eigenvectors of the positive eigenvalues of the matrix C. The waveform solution to (25) for mitigating the STJ can thus be obtained, for example, by Powell's conjugate-direction method [25] after taking the conditions (30) into account as described in Algorithm 1, where [u 1 , u 2 , . . ., u N ] denotes a set of initial direction vectors and e i is the standard unit vector.
D. Challenges and Possible Solutions in Other Jamming Scenarios
The proposed design of waveforms provides us with an optimality against STJ; yet, we will probably encounter in practice with other more complex and intelligent jamming scenarios. Let us briefly describe how we can generalize and extend the proposed waveform design for coping with the challenges in such various jamming scenarios.
Many intelligent jamming (IJ), such as the MTJ, TV-STJ, and SWJ as mentioned before, schemes are based on the concepts of optimization, awareness, game theory, and software defined communications for the efficiency and effectiveness of jammers. With the knowledge of the protocol, IJ schemes are shown to perform (from the viewpoint of jammers) better than the trivial continuous high power noise jamming while also retaining its effectiveness: More specifically, IJ schemes are reported to be more efficient than the periodic and trivial jammings by one to two and five, respectively, orders of magnitude [26] . Now, although application of the proposed waveforms against STJ directly to the MTJ cases may not be promising, the design of waveforms against MTJ can be formulated, for example, as
by extending (15) to take the multiple estimates
of jamming frequencies into consideration. We expect that simplification and/or approximation of the problem (31) for the design of waveforms against MTJ would provide us with some insight or solution for possible practical implementation. We would also like to note that MTJ with the jamming frequencies falling inside (a small portion of) the bandwidth of the TH SS systems can statistically be considered as a STJ in the perspective of the AJ performance [4] . The TV-STJ is a subclass of random jamming, in which several tones varying in time are employed [16] . The waveforms designed by the proposed technique can clearly be employed within periods of the TV-STJ. When the variation of the TV-STJ is very fast, the problem could possibly be modeled and solved with the methods of signal detection and classification, widely developed by utilizing energy detectors, higher-order statistical features, and statistical tests [27] : They can also be achieved by using learning methods based on techniques of neural networks as shown in [28] , [29] .
For SWJ, which sweeps a narrow-band jamming signal over a wide frequency band, sinusoidal signals are widely used with a linear sweep method because of simplicity and usefulness [8] . By viewing the SWJ as a TV-STJ, the technique described above against the TV-STJ can similarly be applied against SWJ by optimizing waveforms periodically. Alternatively, by generalizing (15) again, we can design a waveform against the SWJ over the bandwidth of the SWJ as
for example, where F J = { f J,l , f J,u } now denotes the set of estimates of the lower and upper jamming frequencies of the SWJ. The problem (33) is applicable to the partial-band noise jamming signal as well, but is rather intractable for a direct solution mainly due to the minimization, maximization, and integration over continuous spaces involved in the optimization. Apparently, simplification and/or approximation of the problem (33) would constitute a good topic for a future study.
IV. NUMERICAL AND SIMULATION RESULTS
In this section, we discuss the performance of the proposed method of designing waveforms via numerical and simulation results for N = 5 and T c = 1 ns with the pulse duration T p = T c /2 = 0.5 ns and approximate bandwidth of 5 GHz as in [12] . Normally, TH SS systems are deployed in network applications; yet, to focused fully on the effects of jammer [4] , we consider scenarios with one-node-only and static setup without taking mobility, Doppler's effect, and inter-node interference into consideration.
A. Numerical Results
From (19)- (24), we have
and f J is in GHz. Fig. 4 shows the spectrogram of the waveform optimized for the estimated jammer frequency f J , where the color density represents the PSD of the waveform. It is clearly observed that the lowest PSD is located at the frequency for which the waveform is optimized: i.e., colors on the diagonal line are T c of practical cases. Fig. 5 simulates the BER performance of the TH system with the waveforms optimized for the estimated jammer frequency f J versus the actual jammer frequency f J . The BER performance along the diagonal line is very close to the minimum simulated BER of 2.5 × 10 −7 : This implies that the proposed design of waveforms improves the BER performance of the TH system when the estimate f J is close to f J . As the BER is observed to decrease sharply over 8 GHz, we will mainly focus on the interval [0, 9] GHz from now on.
In the following simulations, we mainly show the results for the actual jamming frequency f J of 1.5, 3.0, and 6.6 GHz for a clarity reason in the figures: Let us mention that we have nonetheless performed simulations from 0 to 9 GHz in an interval of 0.3 GHz. The AJ performance of the TH systems with the optimized waveforms w 5,1.5 (t), w 5,3.0 (t), and w 5,6.6 (t) are compared with that of the TH system with the conventional waveform and that of the TH system with the clipper receiver described by the threshold (13) . Here, the 'conventional' waveform we considered is the Gaussian doublet
with the unit of t in ns [2] , and the optimized waveforms w 5,1.5 (t), w 5,3.0 (t), and w 5,6.6 (t) can be expressed by w 5,6.6 (t) are shown in Fig. 6 with STJ signals at 1.5, 3.0, and 6.6 GHz.
In Fig. 7 , we compare the BER of the TH systems employing w 5,1.5 (the yellow curve with ' ' markers), w 5,1.5 with clipping (the red curve with 'R' markers), w G2 (the purple curve with '+' markers), and w G2 with clipping (the blue curve with 'O' markers) over an AWGN channel with signal-to-jamming ratio (SJR) of −10 dB and f J = 1.5 GHz. The BER of the TH system with the optimized waveform w 5,1.5 is clearly lower than that with the conventional Gaussian doublet w G2 even with clipping. Additionally, w 5,1.5 exhibits the same BER performance regardless of the clipper at the receiver. This implies that the clipper does not provide an additional improvement of performance beyond the optimization of waveform design. We have confirmed that the same observation holds when the jammer frequency is of other values between 0 and 9 GHz although not specifically shown in this figure for brevity. In order to investigate the advantages of the proposed design technique of waveforms conservatively, we assume the clipper receiver is embedded in TH systems from now on. Fig. 8 presents the BER performance versus the actual jammer frequency f J of the TH systems employing the optimized waveform w 5, f J =f J (the red curve with 'R' markers) and Gaussian doublet w G2 (the blue curve with 'O' markers) over an AWGN channel with the bit energy to noise power spectral density (E b /N 0 ) 15 dB and SJR = −30 dB. At almost all values from 0 to 9 GHz of the jammer frequency, the simulation results again show that the optimized waveforms generally outperform the conventional scheme with clipping. The improvement of AJ performance with the optimized waveforms over the Gaussian doublet becomes very large when the jammer frequency is 3, 5, and 6.5 GHz, at which the Gaussian doublet has most of its power.
B. Simulation Results
In Fig. 9 , we consider the BER performance of the TH systems with the optimized waveform w 5,3.0 (the red curve with 'R' markers) and with the Gaussian doublet w G2 (the blue curve with 'O' markers) for the STJ at f J = 3 GHz when E b /N 0 = 15 dB. The BER of the TH systems with w G2 (the yellow curve with ' ' markers) and with w 5,6.6 (the purple curve with '+' markers) for the STJ at f J = 6.6 GHz are also shown. We observe that the optimized waveforms w 5,3.0 and w 5,6.6 provide a stable AJ performance of BER = 10 −6 even when the SJR of the STJ varies. On the other hand, the BER of the TH system with w G2 Fig. 9 . BER performance of the TH systems with the optimized waveform w 5,3.0 (the red curve with 'R' markers) and Gaussian doublet w G2 (the blue curve with 'O' markers) against an STJ at 3 GHz, and the optimized waveform w 5,6.6 (the purple curve with '+' markers) and Gaussian doublet w G2 (the yellow curve with ' ' markers) against an STJ at 6.6 GHz.
becomes worse as the SJR decreases. In addition, when the SJR increases, the BER performance of w G2 for f J = 3.3 GHz is saturated at the level of 10 −5 , a value (roughly 10 times) higher than that of the proposed waveform. We have confirmed that the same observation holds at other values in the range [0, 9] GHz of the jammer frequency.
C. Imperfect Estimation of Jamming Frequency
We have so far assumed idealistically perfect estimation of f J , which is not always possible in practical scenarios especially when the jammer power is not strong enough. Let us now consider the scenario that an estimation error
occurs in estimating the jammer frequency f J . The estimation error ε f is commonly assumed to follow a Gaussian distribution, i.e.,
where μ ε f and σ ε f are the mean and standard deviation of ε f , respectively [30] . Fig. 10 shows the BER performance of the TH system with w 5, f J versus μ ε f when σ ε f = 0 for several values of STJ frequency. The simulation results in this figure indicate that the proposed design of waveforms provides a reasonable BER level of 2 × 10 −5 even when the mean of the estimation error is from −1.5 to 1.5 GHz. When μ ε f = −1.5 and 0.9 GHz, the AJ performance of the TH system with the proposed design of waveforms degrades mostly under the STJ with f J = 3 GHz: Yet, even this most severe degradation provides a BER of 10
approximately, a value much better than the BER 8 × 10 −5 with w G2 (shown in Fig. 9 ). In the cases of 1.5 and 6.6 GHz of f J , the estimation error from −1.5 to 0.3 GHz does not influence the AJ performance of the TH systems with the proposed design of waveforms significantly. The proposed design of waveforms also exhibits a robustness property against estimation errors from −1.5 to 1.2 GHz for an STJ of f J = 4.5 GHz. Fig. 11 presents the BER performance of the TH system with w 5, f J versus σ ε f when μ ε f = 0 under STJ with various values of jamming frequency. It is observed that σ ε f of the estimator should be less than 0.46, 0.54, 0.9, and 0.43 GHz when f J = 1.5, 3, 4.5, and 6.6 GHz, respectively, to ensure a BER level of 10 −4 . The proposed design of waveforms clearly provides a BER performance of 10 −5 when the standard deviation of the estimation error is less than 0.3 GHz for almost all values from 0 to 9 GHz of jammer frequency although we have shown the results only for f J = 1.5, 3, 4.5, and 6.6 GHz for a brevity reason in this figure. In addition, we have considered the influence of the mean and variance of the estimation error only for limited cases: Yet, we believe that the standard deviation σ ε f of the estimation error is more crucial than the mean μ ε f of the estimation error when estimating the jammer frequency f J in the design of AJ waveforms.
V. CONCLUSION
In this paper, the problem of designing waveforms with an aim of improving the anti-jamming performance against STJ has been addressed. The problem of designing waveform is formulated and simplified by analyzing the correlation between the TH and jamming signals. Assuming an estimate of the frequency of STJ signal is available, an algorithm is provided for the design of suboptimal waveforms.
The waveforms designed with a perfect estimate of the jamming frequency outperform the conventional Gaussian doublet regardless of the clipper for almost all values from 0 to 9 GHz of jammer frequency. We have in addition observed that the proposed design can provide us with waveforms that overcome the unavoidable saturation of the BER performance of the conventional Gaussian waveform even with a clipper.
In the case of non-ideal estimation of the jamming frequency, simulation results showed that the AJ capability the waveforms designed with the proposed scheme still maintain a reasonable BER level of 2 × 10 −5 even when the mean of estimation error is in the range of [−1.5, 1.5] GHz. In addition, the proposed design of waveforms can provide a BER performance of 10 −5 when the standard deviation of the estimate is less than 0.3 GHz for almost all values from 0 to 9 GHz of jammer frequency. We have also observed that the standard deviation of the estimation error from the estimation of jammer frequency is more influential than the mean of the estimation error in the design of AJ waveforms. Finally, the proposed design of waveforms exhibits robustness to the estimation errors of the jammer frequency.
We wish to add that consideration of complex and intelligent jamming scenarios (including the MTJ, TV-STJ, and SWJ) in the design of waveforms, and investigation of joint optimization of power allocation schemes and waveform design are expected to be highly promising and fruitful topics for further studies.
